Opranusauunja 3a 6e3begHoOCT 1
PEIIYBJIMUKA CEBEPHA MAKEJIOHHUJA C copaboTka Bo Eepona
AKAJIEMUJA 3A CYJIUA U JABHU OBBUHUTEJIN Mwucuja Bo Ckonje

ITABEJI HTATEB

COBETYBAIbE HA TEMA:

,Cajoep KpUMHHAJI U eJIEKTPOHCKHU
AO0Ka3u /
[IojaBa 1 KA3HUBOCT HA PUILIHUHT"

Ckomnje
08 HoemBpHu 2024 roauHa
AKaaemwuja 3a CyAUM M JaBHU OOBUHUTEJIU
I1aBeJ lllaTeB



- & OpraHnsauuja 3a 6e3begHocT n
PEITYBJIMKA CEBEPHA MAKE/IOHUJA C copa6oTka Bo EBpona
AKAJIEMMUJA 3A CYIUU U JABHU OBBUHUTEJIA Mwucuja so Ckonje

ITABEJI ITATEB

HE/JIHA T'PYIIA HA YYECHULIHU

CoBeTyBameTO € HaMeHeTO 3a CYyJUH OJi KPUBHUYHU OJJEeJU U jaBHU
O0OBUHUTEJIU O] CUTE aleJsallMOHU MoJipayja u npeTcTaBHULIM HAa MBP on cekTopoT
3a KOMIIjyTePCKH KPpUMHHAJI

KPATOK IPEIVIEA U LHEJIN HA OBYKATA

CoBeTyBameTO BKJ/Iy4yBa MOLIMPOKA rpymna Ha NpodpeCcHuoHaIU U TOA NpUNIaJHULA
Ha MpaBOCyJHATaA MOJIUIMja, KOU MOCTANyBaaT MO0 HACOKUTE Ha jaBeH OOBUHUTEJ
3apaZii COOJIBETHO 00e30eayBame Ha €JIeKTPOHCKUTE JI0Ka3u U CyJUHUTe KakKo
KOHTPOJIOPU HAa 3aKOHHUTOCTA Ha TaKBUTE J0Ka3u. OCBPTOT HA COBETYBAHETO Ke
ondaTu KpaToK IperJe Ha MaTepHjaJHOTO MPaBO BO CMHUCJA HA KPUBUYHUTE Jiejia
KOHU NPEeTCTAaByBaaT KOMIjJYTEPCKU KPUMHHAJ, HO U JUCKYCHja 32 €JIeKTPOHCKUTE
JIOKa3y¥ KaKO HEMHMHOBHOCT Kaj [JOKaXXyBalkbeTO Ha PEeYUCH BO CeKOe KPUBUYHO
JleJIo ¥ OHa LITO Zlocera BO IpaKcaTa ce MojaByBa Kako npeausBuk. Ke ce cTaBu
aKIeHT Ha POLEeCHO — IPaBHHUTeE Mpalllakha, jJaBHOOOBUHUTEJICKUTE OBJIACTyBakha U
oHve Ha CyZoT BO mpejucTparaTa M McTparaTa co OCBpT Ha byaummnelrtaHckaTa
KOHBEHI[Mja ¥ TMPOTOKOJIMUTE BO OJHOC HA MelyHapoAHaTa copaboTKa CO
npoBajaepuTe Ha yciayru. OcobeH GpoKyc cOBeTYBawmeTO Ke CTaBU Ha IpallambaTa
IOBP3aHU CO HAYMHOT Ha NpUbaByBawe Ha JI0OKa3uTe U oTpebaTa 0f, LeJUCXOAHO
Y epUKACHO MOCTaNyBake NPU NPUOMPAKETO HA J0KAa3WTe BO MpeTxoaHaTa ¢asa
Ha KpHMBUYHATA IMOCTaNKa, 0COOEHO J0Ka3uTe NpPUOABEHU 0] OTBOPEHU HW3BOPHU
(OSINT) Bo ucTparaTa Kako U NpeJIU3BUIIUTE 0J] TEXHUYKH U MPOLeCEH aCNeKT MPH
npe3eHTallMja Ha eJIEKTPOHCKUTE JJ0Ka3Hu BO Cy/ickaTa ¢pa3a Ha mocTankara.

MATEPHJAI

- HI)ESEHTaI_U/II/I o4 n3jiaradurTe

MECTO HA O/IP2KYBAIHE HA OBYKATA

AxazneMuja 3a cyauu U jaBHU 06BMHUTeH [laBes lllaTeB - Jlamena 1
By ,Jane Cangancku”“ 6poj: 12 - 1000 Ckomje

JIMIE 3AA0/TI’)KEHO 3A OPTAHU3ALIUJA HA OBYKATA

WBaHa Mui1aHOBUK, AkaZieMuja 3a CyZuHy ¥ jaBHU 06BUHUTeNH [1aBes [llaTeB
EnexTponcka nowra: lvana.Milanovik@jpacademy.gov.mk u tes. 02/2401-572
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AkapeMuja 3a cyauu
M jaBHu obBuHUTENMN
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S22 OpraHnsauuja 3a 6e3begHocT n
PEITYBJIMKA CEBEPHA MAKE/IOHUJA C copaboTka Bo EBpona
AKAJIEMMUJA 3A CYIUU U JABHU OBBUHUTEJIA Mwucuja so Ckonje

ITABEJI ITATEB

U3JIATAYH

r-a Uckpa Xagu BacuieBa, jaeH 06BMHHTE BO OCHOBHO jaBHO OOBUHUTEJICTBO
Ckomje

r-a AHa 'oroBcka JaKkMMOBCKa, jaBeH 06BUHHTEJ BO OCHOBHO jaBHO
06BUHUTEJCTBO CKOIIje

r-a Maja JoBaHoBa, pakoBOUTeJ Ha O/iJle/ieHUe 32 UHPOpPMaTUYKaA TEXHOJIOTHja
BO Y1paBa 3a pUHAHCUCKO pa3y3HaBakbe

INPOTPAMA

08 HoemBpHu 2024 roavHa (YETBPTOK)
09:30-10:00 Perucrpanyja Ha yyecHULIMTE

10:00-11:30 Cajoep KpUMHMHAJI U eJIeKTPOHCKHU AoKa3u / [lojaBa M1 Ka3HHUBOCT
Ha QUIIMHT
e KpaTok oCcBpT Ha MaTepuja/HO NPaBHUTE AKCIEKTU M KOPIYCOT Ha
KPUBUYHH JleJ1a KOU ce 0OJlHeCyBaaT Ha KOMIIjyTepCKUOT KpUMHHaJI, CO
oco6eH ocBpT Ha phishing u 3akanuTe oz UCTHOT.

e [lpouecHu oBJsiacyBawa BO OJHOC HAa MpUOUpame Ha eJIeKTPOHCKUTE
JlOKa3¥ Ha jaBHUOT OOBHMHUTEJ BO MpeTXOJHAaTa IMOCTamnKa, Kako U
JlejcTBUjaTa 3a KOW e IMOoTpebHa CyAcka Hapejba, CO OCBPT Ha
rapaHTHUTe MeXaHW3MHU 3a 3allTUTA Ha NPUBATHOCTA U CEMEjHUOT
)KMBOT KaKO U JIMYHUTE MOJAATLM yTBpAeHU BO byaummnemtaHckarta
KOHBEeHIIMja, a pa3paboTeHH HU3 npakcaTa Ha ECYII.

e HeMuHOBHOCTa 01 Mef'YHApo/iHA copaboTKa 3apa/iu 060e306eyBabe Ha
JIOKa3UTe U rojieMaTa Ba)KHOCT 0/ HABpeMeHa U COO/IBETHA COpaboTKa
CO MPUBATHUTE NMPOBAajepHu Ha YCJAYTH CO MyJTHHALMOHAJIEH KapaKTep
Y IpeIM3BUIIMTE BO OJJHOC HA HA/IJIEXKHOCTA.

e [Ipamawa u guckKycuja

r-a Uckpa Xanu Bacuesa,
jaBeH oo6BuHUTEJ BO 0JO Ckomje
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OpraHnsauuja 3a 6e3begHocT n
C copaboTka Bo EBpona
AKAJIEMMUJA 3A CYIUU U JABHU OBBUHUTEJIA Mwucuja so Ckonje

11:30-11:45

11:45-13:15

13:15-14:45

14:45

14:45

ITABEJI ITATEB

Kade naysa

Cajoéep KpUMHHAJ U eJeKTPOHCKM AoKa3M / [lojaBa U Ka3HUBOCT
Ha QUIIMHT

M3BOpU Ha eJIEKTPOHCKHU JOKA3HU

Jl03BOJIEHOCT Ha eJIeKTPOHCKH JJ0Ka3| BO Cy/CKa MOCTalKa
[loATrOTOBKA M Ipe3eHTHUPae Ha JOKA3UTe

OSINT

[Ipamama 1 gyckycuja

r-a Aua I'oroBcka JakuMOBCKa,
jaBeH o6BuHUTEJ Bo OJO Ckormje

Cajoéep KpUMHMHAJ M eJJeKTPOHCKM AoKa3u / [lojaBa U Ka3HUBOCT
Ha QUIIMHT

e HHTepHeT

e Buposu Ha mpexu u IP agpecupame

e HpenTudrkyBame Ha OCOMHUYEH 3a [lejCTBHja CTOPEHU Ha

UHTEpPHET
e HHAMKATOPU 3a KOMIjyTEPCKHA KPUMHUHAJ
e [Ipamama u guckycuja

r-a Maja JosaHosa,
pakoBOJUTeJ HA OZleJIeHHe 3a
MHPOpMaTHUYKa TexHoJioruja Bo YOP

HOHOJIHYBaHae Ha IIpallaJIHUK 3a O€HKa Had O6YKaTa

Pydek v 3aMUHyBambe Ha y4eCHULUTE
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